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TEEX Cyber Readiness Summit Tabletop Handout
 

RESLab Power Company  

Building a Smarter, Stronger Grid for Bryan–College Station 

RESLab Power Company is a synthetic utility for the tabletop. It is designed for research, 
education, and testing of cyber-physical resilience strategies for power systems. 

• Mission: To enhance grid resilience through advanced monitoring, optimal response, 
and integration of cybersecurity practices. 

• Service Area: The simulated RESLab Power Company serves the Bryan, College Station 
and surrounding counties with a mix of residential, commercial, and industrial loads.  

 

 

 

 

 

 

 

Acronyms 

Acronym Definition 

CORE Common Open Research Emulator 

CPS Cyber-Physical Systems 
CYPRES Cyber-Physical Resilient Energy Systems 

DMZ Demilitarized Zone  

DNP3 Distributed Network Protocol 3  

DOE U.S. Department of Energy 

EMS Energy Management System 

ERCOT Electric Reliability Council of Texas 
FERC Federal Energy Regulatory Commission 

One-line Diagram of Synthetic 2000-Bus 
System around Bryan Area 

Cyber System of Synthetic 2000-Bus 
System with DesTinE Tool 

Cyber Assets in Utility Control Center 
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HMI Human-Machine Interface 

ICCP Inter-Control Center Communications Protocol 

ISO Independent System Operators 

IT Information Technology 
N-1 / N-2 Secure Power system resilience to the failure of one or two critical elements (e.g., 

lines, transformers) 

NERC North American Electric Reliability Corporation 

OT Operational Technology 

RESLab Resilient Energy Systems Lab 
SCORE Scalable Cyber-Physical Optimal Response Engine 

SCADA Supervisory Control and Data Acquisition 

TCP Transmission Control Protocol 

 

Definitions 

• Transmission system: System for moving bulk electric power from generating stations to 
substations over high-voltage lines, essential for transporting electricity efficiently over long 
distances. Components include buses, substations, transformers, etc. 

• SCADA Systems are responsible for remote control, data acquisition, and automation of 
substations, plants, and grid assets 

• Human-Machine Interface (HMI): Graphical interfaces used to monitor and control systems 
• Firewall (FW): Network security device that monitors and filters incoming and outgoing 

traffic based on defined security rules, protecting critical assets from cyber threats. 
• Router: A device that directs data packets between different networks. 
• Ethernet switch: A network device that connects multiple devices within a Local Area 

Network (LAN) at substations, control centers, or plants. 
• Physical components: Transmission lines, substations, transformers, etc. that handle the 

generation, transmission, and distribution of electricity  
• Cyber components HMI, router, firewall, etc. and other devices that enable communication, 

control, and protection across the grid’s IT and OT environments 
• Cyber-physical components are key components that bridge the physical and cyber layers 
• Relays and Intelligent Electronic Devices (IED): Cyber-physical devices include 

microprocessor-based assets to monitor and control physical grid parameters (e.g., current, 
voltage), execute protection algorithms (e.g., overcurrent protection), and issue control 
commands (e.g., trip circuit breakers) while communicating with SCADA over secure 
networks.  
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• Four Broad Categories of

Incidents on Grid Infrastructure

Natural Incidents –
Weather, Solar
Storm

Physical Attacks –
Shootings, break-
ins, site damage

Cyber Attacks –
Ransomware,
Business E-Mail
Compromise,
Phishing

Cyber-Physical
Attacks –
Cybersecurity
breaches with
targeting at grid
systems

    

Often involve the physical destruction of
equipment, reducing grid resilience

Lower risk of sustained intrusion

Lower complexity of attacks

Remediation methods are typically well
understood and executed.

• Natural and Physical Attacks

    

May involve systemic risk outside of the
typical utility sphere of control.

Attackers may be in a system without
detection for extended periods of time.

Attacks can be novel and require extensive
work into root cause investigation and
prevention, eradication and recovery efforts.

• Cyber and Cyber-Physical Attacks
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Decision Making and Response  

 
 
 
10 Steps to Develop a Cyber Incident Response Plan 
 

1. Establish a Cyber Incident Response Team 

 
2. Develop a 24/7 Contact List for Response Personnel and Partners 

 
3. Compile Key Documentation of Business-Critical Networks and Systems 
4. Identify Response Partners and Establish Mutual Assistance Agreements 
5. Develop Technical Response Procedures for Incident Handling 
6. Classify the Severity of Cyber Incidents 
7. Develop Strategic Communication Procedures 
8. Develop Legal Response Procedures 
9. Obtain CEO or Senior Executive Buy-In and Sign-off 
10. Exercise the Plan, Train Staff, and Update the Plan Regularly 
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Response Life Cycle 

Detection 

 
 

Containment & Eradication 
 

 
 
 

 
Response & Recovery  
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Discussion Notes: 
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