TEEX Cyber Readiness Summit Tabletop Handout

RESLab Power Company

Building a Smarter, Stronger Grid for Bryan—College Station

RESLab Power Company is a synthetic utility for the tabletop. It is designed for research,
education, and testing of cyber-physical resilience strategies for power systems.

e Mission: To enhance grid resilience through advanced monitoring, optimal response,
and integration of cybersecurity practices.

e Service Area: The simulated RESLab Power Company serves the Bryan, College Station
and surrounding counties with a mix of residential, commercial, and industrial loads.
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Acronyms
Acronym Definition
CORE Common Open Research Emulator
CPS Cyber-Physical Systems
CYPRES Cyber-Physical Resilient Energy Systems
0] \YV Demilitarized Zone
DNP3 Distributed Network Protocol 3
DOE U.S. Department of Energy
EMS Energy Management System
ERCOT Electric Reliability Council of Texas
FERC Federal Energy Regulatory Commission




HMI Human-Machine Interface

ICCP Inter-Control Center Communications Protocol
ISO Independent System Operators

IT Information Technology

N-1/ N-2 Secure

Power system resilience to the failure of one or two critical elements (e.g.,
lines, transformers)

NERC North American Electric Reliability Corporation
oT Operational Technology
RESLab Resilient Energy Systems Lab
SCORE Scalable Cyber-Physical Optimal Response Engine
SCADA Supervisory Control and Data Acquisition
TCP Transmission Control Protocol

Definitions

Transmission system: System for moving bulk electric power from generating stations to
substations over high-voltage lines, essential for transporting electricity efficiently over long
distances. Components include buses, substations, transformers, etc.

SCADA Systems are responsible for remote control, data acquisition, and automation of
substations, plants, and grid assets

Human-Machine Interface (HMI): Graphical interfaces used to monitor and control systems
Firewall (FW): Network security device that monitors and filters incoming and outgoing
traffic based on defined security rules, protecting critical assets from cyber threats.

Router: A device that directs data packets between different networks.

Ethernet switch: A network device that connects multiple devices within a Local Area
Network (LAN) at substations, control centers, or plants.

Physical components: Transmission lines, substations, transformers, etc. that handle the
generation, transmission, and distribution of electricity

Cyber components HMI, router, firewall, etc. and other devices that enable communication,
control, and protection across the grid’s IT and OT environments

Cyber-physical components are key components that bridge the physical and cyber layers
Relays and Intelligent Electronic Devices (IED): Cyber-physical devices include
microprocessor-based assets to monitor and control physical grid parameters (e.g., current,
voltage), execute protection algorithms (e.g., overcurrent protection), and issue control
commands (e.g., trip circuit breakers) while communicating with SCADA over secure
networks.




Judgments About the Likelihood of Major Threats to the
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* Natural and Physical Attacks

@ Often involve the physical destruction of
equipment, reducing grid resilience

= Lower risk of sustained intrusion
Lower complexity of attacks

|[ Remediation methods are typically well
7' understood and executed.

* Cyber and Cyber-Physical Attacks
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o Attacks can be novel and require extensive
work into root cause investigation and
prevention, eradication and recovery efforts.




Decision Making and Response
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10 Steps to Develop a Cyber Incident Response Plan

1. Establish a Cyber Incident Response Team

Cyber Incident First Response Team Roles:

0 ® ¢ * Cyber Incident Response Manager » Conducts initial investigation of alerts
* IT Technical Response Team * Declares a cyber incident
* IT/OT Power Operations Team + Mobilizes the full response team resources

» Oversees plan development and updates after the incident

2. Develop a 24/7 Contact List for Response Personnel and Partners
Contact lists can include:

+ Internal stakeholders
‘24/7 * Support contacts for all software and eguipment vendors and contracted
service providers

+ Key contacts or liaisons
Compile Key Documentation of Business-Critical Networks and Systems
Identify Response Partners and Establish Mutual Assistance Agreements
Develop Technical Response Procedures for Incident Handling
Classify the Severity of Cyber Incidents
Develop Strategic Communication Procedures
Develop Legal Response Procedures
Obtain CEO or Senior Executive Buy-In and Sign-off
10 Exercise the Plan, Train Staff, and Update the Plan Regularly
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Response Life Cycle

Detection

Detect based on
cyber and physical
alerts and reports

Containment

IT and OT teams
collaborate to
quickly contain the
intrusion

Eradication

Power system experts
probe into the threats

Mitigate while ensuring

system function

Recovery

Take short- and long-term
actions

Develop & deploy resilience
hardening strategies

Detection

Vendor Alert }
Employee System Alert
Report

/0T
Security

First Response
Team Alerted

)

Actions
Logged
Event
Resolved

Incident
Confirmed

Initial
Investigation

Incident
Declared
Activate
Response

IT

Monitor for intrusions,
unauthorized access, or malware
on substation IT networks.

Detect anomalous logins or
command injections, e.g., from
alerting systems.

Identify phishing emails or

ransomware attempts targeting
substation IT systems.

oT

Detect unexpected SCADA
commands or anomalous
control signals.

Identify abnormal changes,
e.g., voltage changes, sudden
breaker operations.

Use network monitoring tools
to check for unauthorized
protocol usage (e.g.,
unexpected Modbus/TCP
traffic).

Containment & Eradication

Initial Containment
Actions

Investigation
Documentation

Report

Notification

[

Eradication Plan
Resource Assessment

Incident
Eradication

IT

Block malicious IP addresses
and disable compromised
accounts

Isolate affected substation
remote access points
Contain the spread of
malware by disabling
unnecessary network
connections

oT

Segregate affected SCADA
systems to diagnose the
intrusion

Implement manual control
mode if necessary

Disable remote access, to
prevent adversarial
command execution

Response & Recovery
Restore and Verify
Recovery
After-Action
Review

[ Update the Response PIanJ

& training

IT

Remove malware, reset
credentials, and patch
vulnerabilities in IT networks
Verify no suspicious
persistence mechanisms
(e.g., accounts)

Reinforce network
segmentation and firewalls
between IT and OT
environments

oT

Revalidate control system
integrity by checking all
SCADA setpoints and relay
settings

Patch vulnerabilities, e.g., in
RTUs and HMI software

Ensure redundancy
measures (e.g., backup
control centers)
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Phishing & Credential Theft (MITRE T1566)

Ransomware Attacks (MITRE T1486)

Supply Chain Attacks (MITRE T1195)

Man-in-the-Middle (MitM) in SCADA Communication (MITRE T0830)
Firmware Manipulation in Substation Devices (MITRE T0851)
Denial-of-Service (DoS) on ICS Components (MITRE T0814)

To get involved, and for more information and resources, please visit our website
https://score.engr.tamu.edu/ or contact us. Dr. Katherine Davis: katedavis@tamu.edu
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Discussion Notes:
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